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UniMate USB PKI Token is FIPS 140-2 level 2 Certified.

CE Attestation of Conformity
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FCC Standard
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UniMate is in conformity with the protection requirements of CE
Directives 89/336/EEC Amending Directive 92/31/EEC. UniMate
satisfies the limits and verifying methods: EN55022/CISPR 22 Class
B, EN55024: 1998.

This device is in conformance with Part 15 of the FCC Rules and
Regulation for Information Technology Equipment.

Operation of this product is subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device
must accept any interference received, including interference that
may cause undesired operation.

The equipment of UniMate is USB based.

Conformity to 1ISO 9001:2000

ROHS

The Quality System of SecuTech Solution Inc., including its
implementation, meets the requirements of the standard ISO
9001:2000

All UniMate products are environmental friendly with ROHS
certificates.
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Overview

Our UniMate products can be used for Web Authentication, persons could be
allowed to access a special web with UniMate. This Guide will guide you to setup
Server and to use client tools for Web Authentication. UniMate Init tool is a graphical
user interface (GUI) tool that helps software developer to set up UniMate
parameters for web users. UniMate Daemon Tool is a GUI application running on
the user’s computer. This tool will be distributed together with the UniMate device to
users. It provides many useful functions including a logon interface, System settings
and change user passwords.

P
/ﬁ Logon

A

Yes/No
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Chapter 1: Server Configuration

Please make sure your Server is installed correctly and it works well before using
UniMate for Web Authentication.

sQL

@®Logon request

© Logon Unimate

] © Credential

@ Server Hash @ Verify © Client Hash

‘ Hash(credentral,
randam)

The principle
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1.1

1.

Server Setup

Import a new SQL. Firstly, logon Server as a PHP admin.

[ Chrome %V L51921681130/127001/ x
€« C | [3 192.168.1.139/phpmyadmin/db_structure.php?server=1&db=unimatewebauthentication&token=5333b90a85e685fd5babfd53ac38113f | =
phpMyAdmin — EEEE 0.0.1 » @ Database ewebauthenticatio .

0 G & 4 Structure | ] SQL 4 Search [(J Query &} Export [& Import Operations | = Privileges & Routines + More
fReuIEe

Recent  Favorites

Table o Action Rows & Type Collation Size  Overhead

Naw ) operatorinfo ¢ [E] Browse 34 Structure & Search 3 Insert g Empty @ Drop 1 MyISAM latin1_swedish ¢i 2.1 kis E

& J S
\4J+_ ) airbike (] unimatetoken_userinfo iy =] Browse s Structure % Search % Insert §FiEmpty @ Drop 1 MyISAM latin1_swedish ¢i 2.1 kis -
; D

2 tables Sum 2 InnoDB latinl_swedish_ci 4.1 kis 8

t [0 Check all With selected: v
-‘L- (&) Print view g Data dictionary
[#.3 phpmyadmin - -
’}-,_‘J unimatewebauthentic ation "j [3 Create table
Name: ‘ ' Number of columns: 4 |
(Go)

2. Click on “Import” on the top menu bar. And choose SQL file to import, then click
On “go”.

<« C' | [} 192.168.1.139/phpmyadmin/db_import php?db=unimatewebauthentication&token=5333b90a85e685fd5babfd53ac38113f o]

phpMyAdmin
RGOS

Recent  Favorites

(i New

ﬂh“ airbike

j cdeol

L informaticn_schema
- mysql

.31[-__7; performance_schema

[ phpmyadmin

| unimatewebauthentication

[ 7 Server 0.0.1 » @ Database ewebauthentic atior

4 Structure | [} SQL | 4 Search (i Query | = Export #° Operations | 57 Privileges % Routines ¥ More

Importing into the database "unimatewebauthentication"

File to import:

File may be compressed (gzip, bzip2, zip) or uncompressed
A compressed file's name must end in .[format].[compression]. Example: .sql.zip

Browse your computer | Choose File | No file chosen (Max: 2,048KiB)

You may alse drag and drop a file on any page.

Character set of the file: | utf-8 v

Partial import:

[ Allew the interrupticn of an import in case the script detects it is close to the PHP timeout limit. (This might be a good way fo import large files, however it
can break transactions.)

o

Skip this number of queries (for SQL) or lines (for ather formats), starting from the first one:

Other options:

¥ Enable foreign key checks
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3. You will get an error as the screenshot below. Do not worry, find the SQL you
import just now on the left list, here is Unimateauthentication. Click on it, then

import SQL again accord to step 2.

[} Chrome

#5 1921681139 7127001/ x

phpMyAdmin
ROOIHES

Recent  Favorites

n % New
(#. airbike

| (5 cdeol

*

; | infermaticn_schema
8@ mysd
'T,__, performance_schema

[# 3 phpmyadmin

[
[+ 1 unimatewebauthentication

€« (& h 192.168.1.139/phpmyadmin/import.php

B T Sever. 12

i Databases [] SQL | (g Status =7 Useraccounts &} Export = [& Import | #° Setings Il Replication = & Variables =+ More

Error

SQL query:

CREATE TABLE IF NOT EXISTS “OperatorInfo (
“operatorId’ varchar(2e) NOT MULL PRIMARY KEY,
“Passuord” varchar(4e) default nULL,

“Remark’ text
) ENGINES!yTSAM DEFAULT CHARSET=latinl

MySQL said:

#1045 - No database selected

[ Back ]

| m Console

4. This time, import SQL successfully.

[} Chrome

#51921681.139 7127001/ x

phpMyAdmin
RO

Recent  Favorites

n % New
[# 3 airbike

5 cdeol

| infermaticn_schema

®
[ .a) mysql

 performance_schema

phpmyadmin

| unimatewebauthentic ation
o New

[+ operatorinfo

[#L14 unimatetoken_userinfo

€« (& h 192.168.1.139/phpmyadmin/import.php

Database: unimatewebauthentication

4 Structure | [} SQL | 4 Search ) Query = Export [@ Import 4° Operations =:| Privileges & Routines v More

& Import has been successfully finished, 5 queries executed. (DBStruct sqi)

SET SQL_MODE="NO_AUTO VALUE_ON_ZERO'# MySQL retumed an empty result set (i.e. zero rows).
CREATE DATABASE IF NOT EXISTS “UniMateWebAuthentication'# 1 row affected

CREATE TABLE IF NOT EXISTS "Operatorinfo’ (

“Operatorld” varchar(20) NOT NULL PRIMARY KEY.

“Password’ varchar(40) default NULL,

‘Remark” text

) ENGINE=MyISAM DEFAULT CHARSET=latin1# MySQL returned an empty result set (i.e. zero rows).
INSERT INTQ "Operatorinfo’ ('OperatorlD’, "Password’, "Remark’) VALUES

(‘administrator', '7c4aB8d09ca3762af61e59520943dc 26494f8341b', "super operator |# 1 row affected
CREATE TABLE IF NOT EXISTS "UniMateToken_Userinfo™ (

‘RecordID" varchar(20) NOT NULL PRIMARY KEY

“Credential’ char(32) NOT NULL.

“Active’ int(11) default ‘0",

“UniMatel D" varchar(20) default NULL,

“UserlD" varchar(10) default NULL,

“Userinfo’ text,

“TokenType’ tinyint(4) NOT NULL default "1,

“rand’ int(12) unsigned default NULL

) ENGINE=MyISAM DEFAULT CHARSET=latin1# MySQL retumed an empty [..]

[ Edit]

| m Console

SecuTech
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1.2 Copy PHP scripts

Copy all the scripts in server folder to the http root folder in your Server.

1.3 Write Server Settings

Open the config file in your server. You can change the database user name,
database name, password, port and host by changing the config file.

J images 11/27/201512:18 ... File folder

| s 11/27/201512:18 ...  File folder

J SQL 11/27/201512:18 ... File folder
11/27/201511:04 .. PHP File 1KB
| 7] func_core 11/27/201511:04 ...  PHP File 3 KB
| 7] index 11/27/201511:04 ...  PHP File 3KB
[Z] Login 11/27/201511:04 ...  PHP File 6 KB
| 7| mysgl_interface 11/27/201511:04 ...  PHP File 2 KB
| 7] update 11/27/201511:04 ... PHP File 2KB
| %] userinfo_manage 11/27/201511:04 ...  PHP File 5 KB
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Chapter 2: Initialize UniMate

Please select the right UniMate init application according to your web design
language, so far UniMate can support ASP, ASP.NET and PHP. Please launch the
UniMate Init application.

& UniMate Init e ]
-Init
RecordID || [€16)
Credential | —  Auto
UserPIN | — Default
Server URL |http:m 92.168.1.139/\WebAuth/Login.php Copy

[~ Change User PIN

NewlUserPIN |

Confirm |

Reset Burn

A UniMate Init window will appear as above:

@ Enter UserlD (less than 16 Char).

@ Check the Auto check box if you want to let system generate credentials
automatically, or you have to define one by yourself.

® Enter UserPIN used for users to logon their UniMate device or check Default if
the UserPIN is the factory default (user) . The default pin is 11111111.

® Server URL specifies where your website is available.

UniMate Init tool can be used to change a Users PIN as well. To achieve this,
please check Change User PIN, and enter the New User PIN twice to confirm. Click
the Burn button to start burning your settings into your UniMate.
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UniMate_Init S

L Burn UniMate successfully!

"=

You have burnt your UniMate successfully if you see the above pop up window. An
insert SQL command line will be added into the ImportSql.sql file which is in the
same folder where UniMate Init is located.

Open this file with a text editor and you can add the new records into the SQL
database used to store user information.

Please remember to Import the ImportSql to server.

[£] Browse &4 Structure  [] SQL 4 Search =3t Insert =l Export [ Import =2 Privileges | J° Operations ¥ More

Recent  Favorites

=l « Import has been successfully finished, 1 queries executed. (ImportSql.sql)
[ New
|
(# ) airbike ) )
B insert into UninateToken UserInfo (RecordID, Credential, Active, UnimateID, TokenType) values('test','2zeadfbazeabifes’, '1', '@14A73889@861034', 3)
#.j cdcol
-
8l information_schema [ Edit inline ] [ Edit ] [ Create PHP code ]
[ mysal
|
#. | performance_schema
__L7 | phpmyadmin « 1 row inserted. (Query took 0.0000 seconds.)

al
(=1 J unimatewebauthentication

g New
insert into UniMateToken UserInfo (RecordID, Credential, Active, UniMateID, TokenType) values('test','I2eedfba7eab3fes', '1', '@146738690861033', 3)

[#L4 operatorinfo

+L 4 unimatetoken_userinfo [ Edit inline ] [ Edit ] [ Create PHP code ]

/mConsole
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Chapter 3: Client Daemon Tool
3.1 Launching UniMate Daemon tool

Please launch the UniMate Daemon Tool application.

User Logon —_— )

User ID Lnitdate PKI Token

User PIN

E Rezet Logon

]

A User Logon window will appear, please enter the user PIN.
NOTE!
The User ID displayed in the above window is the UniMate ID.

If have you logged onto the UniMate successfully, a web will pop up as below, it
means web authenticate succeed.

.}‘" ’ Authenticate succeed

Operation:test time:2015-11-27 08:40:52
Information:Authenticate succeed

SecuTech
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3.2 Assigning a browser for UniMate

Please enter the settings window by clicking on the UniMate task bar icon.

= UniMate Daemon Settings |G|
. OpE— TOTTWE —eeeae— -

B System settings | £ Change PIN |
Application | Location |
= iexplore.exe CAProgram Files [x86]\Internet Explore\IEXPLORE.|
& chrome.exe CAProgram Files [x86]\Google\Chromeipplication\C

| IC:\Program Files [x86]\Internet ExploreA\IEXPLORE.EXE Biowee 1 |

Refresh Apply

Please select the browser you would like to use, and then click Apply to execute.
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Chapter 4: User Management

You can check the user information by login as administrator. The default operator
name is administrator, and default password is 123456.

Operator Login
€ 2 C | [ 192.168.1.139/webauth/ 2=

Operator Login

(Operator =
name ‘d ‘

Pagaword ‘ v ‘ |

| Submit |

Click on Submit.

User information query
EecordIDjtest

Submit

Type in RecordID, and click on Submit to check.

Related Items(name:
Notice: Undefined index: ID in C:\xampp\htdocs\WebAuth\userinfo_manage. php on line 67

[RecordID| Credential |[Active| 1niMateID |[UserID|[UserInfo||Token Type|[Random Mumber|[Current State

[test  |l2ze0dfbatoabssos|t 014073809086103¢MULL  [ULL  [[3 [[Loes 5
Execute return
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About SecuTech

SecuTech Solution Inc. is a company specializing in data protection and strong authentication, providing total
customer satisfaction in security systems & services for banks, financial institutions & other industries. Having
extensive and in-depth experience within the information security market, SecuTech has drawn upon this
experience to utilize today’s cutting-edge technologies, enables enterprises, financial institutions, and
government to safely adopt the economic benefits of mobile and cloud computing that are effective against
increasingly sophisticated cyber attacks.

sm’.'-ed" www.eSecuTech.com SecuTech Solution Inc.

North America China APAC EMEA
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Canada T: +8610-8288 8834 T:00612-9888 6185 F: +33-042-600-2810
T: +1-888-259-5825 F: +8610-8288 8834 F: 00612-9888 6185 M: +33-060-939 6463
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